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1.Which traditional SMTP encryption method is commonly used to secure email transmission between
servers?

A.HTTPS

B. S/IMIME

C. TLS (Transport Layer Security)

D. SSH

Answer: C

2.Which part of the email header contains the recipient's email address?
A. To field

B. CC field

C. From field

D. Subject field

Answer: A

3.Refer to the exhibit which displays the domain configuration of a transparent mode FortiMail device.

Domain name example.com

Is subdomain »

Main domain b
Relay type Host v
SMTPserver 172.16.32.56 Port 25
(B Use SMTPS
Fallback SMTP server Port 25

(B Use SMTPS
(3 Relay Authentication

£ Recipient Address Verification

& Transparent Mode Options
This serverison port2 =
Hide the transparent box »

Use this domain's SMTP server to deliver the mail €

Based on the exhibit, which two sessions are considered incoming sessions? (Choose two.)

A. DESTINATION IP: 172.16.32.56 MAIL FROM: mis@hosted.net RCPT TO: noc@example.com
B. DESTINATION IP: 192.168.54.10 MAIL FROM: accounts@example.com RCPT TO:
sales@example.com

C. DESTINATION IP: 10.25.32.15 MAIL FROM: training@example.com RCPT TO:
students@external.com

D. DESTINATION IP: 172.16.32.56 MAIL FROM: support@example.com RCPT TO:
marketing@example.com

Answer: AD
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4.What is the primary goal of email security in the context of network communication?
A. Increasing email delivery speed

B. Encrypting email attachments

C. Ensuring the confidentiality and integrity of email communication

D. Reducing the size of email attachments

Answer: C

5.When deploying FortiMail in transparent mode, which of the following statements are true? (Select all
that apply)

A. FortiMail acts as an intermediary for email traffic.

B. Email attachments are automatically encrypted.

C. Transparent mode requires changes to the mail server's IP address.

D. FortiMail's functions are hidden from the email server.

E. Transparent mode is suitable for organizations with complex email infrastructures.

Answer: AD
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