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1.The documentation of a predetermined set of instructions or procedures to detect, respond to andlimit
consequences of a malicious cyberattack against an organization's information systems(s).

A. IR

B. IRP

C.BCP

D. DRP

Answer: B

2.Which component of the incident response plan involves identifying critical data and systems?
A. Detection and Analysis

B. Preparation

C. Cantainment

D. Eradication

Answer: B

3.A cyber security professional observes an unusual occurrence in the network or system.
What term best describes this situations

A. Breach

B. Exploit

C. Event

D. Intrusion

Answer: C

4. Which type of encryption uses only one shared key to encrypt and decrypt?
A. Public key

B. Asymmetric

C. Symmetric

D. TCB key

Answer: C

5.Why is security training important?

A. Because it fulfills regulatory requirements.

B. Because it helps people to perform their job duties more efficiently.

C. Because it reduces the risk of certain types of attacks, like social engineering.
D. All

Answer: C
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